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Disclaimer

This guide is for managing your content and devices through the self-service portal. For a more complete step by step guide to
using the application please choose the user guide for your device.

Using the Self-Service Portal to Manage Personal Content

The Self-Service Portal (SSP) is a website unique to your organization where you can log in and see your AirWatch
managed devices. For the purposes of this guide, we will look at how you can use the SSP to manage your Personal
Content.
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In This Section

1 Accessing the SelfService Portal—Learn how to access the SSP directly from your mobile device.

i Using the 'My Devices' Pageinthe SSP —See how you can choose alanguage, login, select devices, add a new device
and view your device's information.

i Performing Actionsinthe SSP —Learn how easy itis to perform remote actions using the SelfService Portal.

1 SelfService Portal Actions Matrix—See at-a-glance which basicand advanced actions apply to allthe major platforms.

i Usingthe 'My Content' Page inthe SSP —Explore the wealth of actions and information availablein the Content
Management portion of the SSP.




Accessing the Self Service Portal on Devices

You can access the Self-Service Portal (SSP) from your workstations or devices by navigating to
http://files.workspace.ubc.ca/MyDevice. However, if you have a device that supports Web Clips or Bookmarks, your
administrator may have supplied these shortcuts enabling you to access the SSP without having to remember a URL.

Using the My Devices Page of the SSP

The My Devices page of the Self Service Portal provides access to detailed information about devices and enables users
to perform a wide range of actions.

Choosing a Language

The Self Service Portal automatically matches the browser's default language, however, you may opt to override this
default setting by choosing from the Select Language drop-down field directly from the login screen.

Logging into the SSP

Log in using the same credentials (Group ID, username and password) used to originally enroll in AirWatch. Optionally, if

Email Domain registration is configured, you can log in using your corporate email address.

Changing the Password

You may use the User Account page to change the password associated with your AirWatch
account. This password will be used for device enrollment and logging into the SSP.

Change your password by selecting the Account button located at the top-right of the Self Service
Portal screen. The User Account page displays allowing you to select the Change button next to
the Password field.

Selecting a Device in the SSP

After logging in to the SSP, the My Devices page displays all the devices associated with the account. Each enrolled device
appears in its own tab across the top of the Self Service Portal screen. Select the tab representing the device you want to
view and manage.
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The device status is listed under the name of the device on the tab.


http://files.workspace.ubc.ca/MyDevice

Adding a Device in the SSP

Register Device Q

Friendly Name * Frank's iPad Air 2

Platform * Appﬁle v

Model iPad 34

0S |ioss1.0 i

Device Ownership * Employee Owned X

Message Type * SMS OR Code

Email Address * | frankblack@acme.com

1. Select Add Device on the My Devices page.
2. Complete the required fields: Friendly Name, Platform, Device Ownership, Message Type and Email Address.

3. Select Save to add the new device to the SSP account.

Note: The status of a newly-added device will be set to "Pending Enrollment" until it is fully enrolled.



Viewing Device Information
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Upon logging in to the SSP, by default, the first device appears in the main viewer displaying basic information such as
Enrollment Date, the Last Seen date and the device's Status.

The Go to Details button, when selected, displays the following tabs containing information about the selected device
under the selected user account:

1. Go to Details button:

o Summary — Displays summarized information for Compliance, Profiles, Apps, Content, Friendly Name, Asset
Number, UDID number, and Wi-Fi MAC Address.

Note: A device's friendly name can be edited directly from the Summary tab view by selecting the edit icon /s
to the right of the Friendly Name field.

ERIENDLY NAME

&

o Compliance —Shows the compliance status of the device, including the name and level of all compliance policies
that apply to the device.

o Profiles —Shows all of the MDM profiles (including automatic profiles) that have been sent to the devices
enrolled under your user account and the status of each profile.

o Apps —Displays all applications installed on the selected device and provides basic app information.
o Security —Shows general security information about a device enrolled under the user account.
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o Content — Displays the list of content currently installed on your device, providing options to install and uninstall
individual files.

o Certificates — Shows each certificate installed on the device.

o Event Log — Contains a comprehensive log of all interactions between the AirWatch Admin Console and the
device.

Performing Actions in the SSP
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End-users can perform remote actions over-the-air to the selected device from within the Self Service Portal. The selected
device's available actions, which vary based on platform, are split between Basic Actions and Advanced Actions on the
main access page:

Note: Action permissions are determined by the administrator, therefore device users may not be able to perform all
listed actions. See the applicable AirWatch Platform Guide.



1. Basic Actions

i BES Registration —Select this to register the device with BES 10.
i Change Passcode—Setanew passcode forthe selected device.

1 Clear SSO Passcode—Clears the single-sign on passcode on the selected deviceand willprompt fora new
passcode. Thisisusefulifusersforgettheirdevice passcodeandarelocked out oftheirdevice.

1 Clear Passcode—Clearsthe passcode ontheselected deviceand willprompt fora new passcode. Thisis useful if
usersforgettheirdevicepasscodeandarelockedoutoftheirdevice.

i Delete Device—Removes the device from the Self Service Portal.
| Delete Registration—Deletes any pending enrollmentrecord from the SelfService Portal.

i Device Query—Manually requests the deviceto sendacomprehensive setof MDM information to the AirWatch
Server.

i Device Wipe—Wipes alldata from the selected device, including alldata, email, profilesand MDM capabilities
andreturnsthedevicetofactorydefaultsettings.

i Download Agent—Download and install the AirWatch Agent for this device.

1 Enterprise Wipe—Wipesallcorporate datafromthe selected deviceand removesthedevice from AirWatch
MDM. Allofthe enterprisedatacontained onthedeviceisremoved, includingMDM profiles, policiesand
internalapplications. The device willreturnto thestateitwasin priortotheinstallation of AirWatch MDM.

i Locate Device—Activates the GPS featureto locate alost or stolen device.

1 Lock Device/Screen—Locks the selected device so thatan unauthorized usercannot access it, which is useful if
thedeviceislostorstolen.Insuchacase, end-users may also wantto use the GPS featureto locate the device.

I Lock SSO—Lock the single sign-on passcode forapps on this device. The next SSO app opened willprompt fora
passcode.

1 Make Noise—Helpfindadevicebyremotelycausingittoring.

i Resend Enrollment Message—Sends another copy oftheinitialenrollment email, SMS or QR code to the device
intended to register.

1 Sync Device—Outfit devices with the latest company policies, contentand apps.

i View Enrollment Message—Seetheactualemail, SMS or QR code that comprised theinitialenrollment
message.

Note: Registration and Enrollment actions will only display in the SSP when the enrollment of a selected device is
still pending.

2. Advanced Actions

I Generate App Token—Generate atoken that the device can use to access secure applications.
1 Review Terms of Use—Review pasttermsofuseforthisaccount.

i Revoke Token—Revokes the token fora selected application.

i Upload S/MIME Certificate—Upload anS/MIME Certificateforacorporate emailaccount.
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Self-Service Portal Actions Matrix

The table below shows which basic and advanced SSP actions are supported by the various major platforms.

. . . Mac Win . Win Black Sym-
Action Android i0S Phone . Win32 QNX i
0S X Mobile 8/RT Berry bian
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Basic Actions

BES Registration v

Change Passcode v

Clear (SSO) Passcode v v v v

Delete Device v/ v v v/ v v/ v v
Delete Registration v/ v/ v v v

Device Query v v v v v v v
Device Wipe v v v v v v v
Download Agent v v v

Enterprise Wipe v v v v v v v v v v
Locate Device v/ v v v/ v v
Lock Device/Screen v v v v v v v v
Lock SSO v v

Make Noise 4

Resend Enrollment / / / / v

Message

Send Message v v/ v v v/ v v/ v/ v v
Sync Device v v

View Enrollment v/ / v v v

Message

Generate App Token v v 4 v v v v v

Manage Email v v v

Review Terms of Use v v v v v v v/ v

Revoke Token v/ v/ v v v/ v v v
el I IV I N AP AP «




Using the Self-Service Portal to Manage Personal Content

The Self-Service Portal (SSP) is a website unique to your organization where you can log in and see your AirWatch

managed devices. For the purposes of this guide, we will look at how you can use the SSP to manage your Personal
Content.

In This Section

1 LoggingIntothe SSP —This section explains how to loginto the SSP to access your Personal Content.

Usingthe My Content Menu—This section teaches you how to manage your Personal Content from this view.

Using the Actions Menu —This section tells you about the actions you can perform on your files using the
Actions Menu.

Managing Content Details—This section explains how to edit existing file details.

Managing Shared Content—This sectionteaches you how to manage shared folders, includingwho canseethem
and contribute.

Managing Shared Links —This section tells you how to configure share settings for yourindividual files.

Managing Favorites—This section explains how to view your favorite content.

Managing Trash—This section teachesyou how to see whatyou have recently deleted and restoreit, if necessary.

Managing Activity —This section tellsyou how to view recent activity of yourselfand external users within the SSP.

1 Managing My Repositories—This section explains how to access any shared repositories that have been configured
for you.

Logging In to the SSP

1. Access the SSP by navigating to: http://files.workspace.ubc.ca/MyDevice
2. Select My Content

3. The My Content Dashboard displays.

UBC
Workspace Files - Self-Service Portal

O My Content a

Shared Content
© Add Folder ¥ Upload Files fi Delete 2 Move

|l Type Name Role Sizi
Favorites

L
% Shared Links
*
i}

— [— Brents external folder 1 day(s) ago Pl i =]
Trash
Workspace20Gb.csv 1 day(s) ago
Ci .31 M
My Content Activity - o 3.31 MB T °® 3 i @
£ My Repositories
ftems 1-2 of 2 (0 selected of 2 tems) page size: [ 50 j
Usage: .31 MB /50 GB

Max Allowed File Size: 8 GB

+ Content Locker Sync

Copyright® 2015 | Powered by AirWatch
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Using the My Content Menu

Along the top of the page is the My Content Menu. This menu gives you options to manage and organize your Personal
Content.

1. Add Folder —Select and complete the fields to create a new folder:

i Name—Enteranameforthefolderthatappropriately identifies its contents.

i Download Method—Setto Anyto allowdownloads atany moment or to Wi-Fi Only to limitroaming charges
and data overages.

i Download While Roaming—Selectin conjunction with settingthe Download Method to Anyto allow unlimited
data usage.

2. Upload Files —Select to open a file
browser to locate and upload files
from your computer into your © Add Folder @ Upload Files il Delete e Move
Personal Content repository. You can © Add Folder @ Upload Files f Delete &= Move
upload files of any type. Click the file
name to display the Content Details

Page.

3. Delete—Select a file or folder from the
Personal Content list view and click
delete to move it to the trash.

4, Move —Select to relocate the folder
within the Personal Content
repository.

5. Favorites — Add content to your favorites view by selecting the star to the left of your file.
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Using the Actions Menu

Manage Personal Content from the Self-Service Portal (SSP) by selecting options from the Actions Menu. The available
actions differ for files and folders.

Folder Actions

1. Edit — Select the edit icon beside
the desired folder to open a field
where you can:

1 ChangetheNameofyour
folder.

1 SettheDownload Method
to Any or Wi-Fi Onlyfroma
dropdown menu.

1 EnableDownload While
Roaming.

1 EnableForce Encryptionto
encrypt your folder.

2. Delete—Select delete to move content to the Trash.

From the Trash, you can view your deleted files in a simple list that is sortable by filename, delete date or size.

Note: Restoring content previously located in a deleted folder places the file in the root directory.

3. Share—Select share to display the Share Settings Screen.

File Actions

4. Comments — Click comments to add or view comments to the file. These comments are useful when you are
collaborating with others.

5. Download —Click to download the file you wish to view.

6. Delete—Select delete to move content to the Trash.

From the Trash, you can view your deleted files in a simple list that is sortable by filename, delete date or size.
Note: Restoring content previously located in a deleted folder places the file in the root directory.

7. Share Link —Select share link to display the Share Link Screen.

Managing Content Details

You can edit, delete or restore any content by using the Content Details Page. To access the Content Details page, click
the name of the file you wish to edit.
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1. Delete —Select to move your file to
the Trash.

2. Restore—Select to restore previous
file versions.

3. Edit—Select to change content
details. Click the pen icon to save. The
content details you can edit include:

1 File Name % Delete
1 Description -

1 Notes

1Subject

4. Download —Save the file to your laptop.

5. Close—Return to the Personal Content Dashboard.

13
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Managing Shared Content
Configuring Shared Folders

When you select the Share 'Gicon beside a folder in the list view, a screen displays where you Add Others or Invite
New Users to share your folder with.

1. Add Others — Type the user name or email address into the field.

Suggestions of users automatically populate as you type. Add multiple users to the same role by separating their
name or email address with a comma.

Quick Tip: If you do not see the email address in the suggestions, you must Invite a New User.

2. Role — Change the status of each
collaborator using the dropdown
-
menu. Statuses include:
1 Co-Owner—Allowacollaborator

tohavefullownershipinthe
folder.

Collaborators : 1

L e owner

1 Editor—Allowacollaboratorto
make changes within the folder.

1 Reader—Allowacollaborator oAdd Others : o 0 o

read Only permiSSionS. [ type a name or email address ] Co-Owner = Add or | Invite New User
3. Add-Send the collaborator an email
notification that you added them to
your folder.
4. Invite New User —Invite a new user if Invite New User %)
the name or email address does not
auto-populate on the main screen. o Userficie. |ESTOR :
Select Invite New User, and configure
the fields on the screen that appears: e First Name*
5. User Role—Set the role as Editor or Last Name*
Reader.

o Email Address*®

Password Generate Automatically @)

6. First/Last Name —Provide the name
of the person you want to add.

7. Email Address —Provide the email o ——
address so that the new user can

receive a notification and access
information for the shared folder.

8. Password — AirWatch automatically generates a password that emails to the New User.



Managing Shared Folders

The Shared Content view displays folders that you have shared, or that have been shared with you. From this view, you
can see and change your role, as well as leave folders you no longer wish to collaborate in.

1. Shared Content — Navigate to this view in the SSP.

2. Content Share —Select to access @ Personal Content Shared Content Soarch Shared Gantent | Q,
folder sharing options. L SharedContent
%y Shared Links
3. Collaborators —View the Name, Email | # raores R gy CO T
and Owner status of each f Trash BB ounar mana v, cotaorators: T el o @
collaborator. = Aotvity ~ Osc 27 minssts)ago ;8-

toms 1-2 of 2 (0 seloctod of 2 &
toms 12 of 2 (0 selocted of 2 #oms) —

4. Role—Change the status of the
collaborator using the dropdown
menu.

| Co-Owner—Allowacollaborator Share 'My Work' Folder o

tohavefullownershipinthe

Usage: 8.85MB /4GB
Wtax Allowed File Size: 0.98 GB

folder. eCO[Iaboramrs 13
1 Nick Grivas NickGrivas@@air-watch.com Owner
1 Editor—Allowacollaboratorto
Lo L Nicy Nicy nickgrivasaw@omail com o Editor 3 x
make changes within the folder. —
A Bob Smith Istefoisilver@@amail.com Reader 3 = x
! Reader—AI | owa co' Ia bo rator L lulia Silver IuliaStefoi-Silver@air-watch.com Co-Owner i x
read only permissions.
L Lisa Stasio sdikfjslkdjflskidfl Li i dfjkksjdfikj: @air-watch.com Co-Owner i b 4

Add Others :

5. Delete—Select this to leave a shared
type a name or email address Co-Owner - Add or | Invite New User

folder that you no longer need access
to. You cannot leave a folder you are

the owner of. L J Leave Folder = Cancel

6. Add Others — Enter the email address of a new collaborator, set their role from the dropdown menu Select Add to
send a notification to those you shared the folder with.

Suggestions of users automatically populate as you type. Add multiple users to the same role by separating their
name or email address with a comma.

Quick Tip: If you do not see the email address in the suggestions, you must Invite a New User.

7. Invite New User —Invite a new user if the name or email address does not auto-populate on the main screen.
Complete the fields in the screen that appears.
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Managing Shared Links

Configuring Shared Links

When you select the Share% icon beside a file in the list view, a new window pops up displaying the share link. Before
you copy this link and share it with others, review the security settings underneath the link.

Quick Tip: If you are unable to configure any of the fields, that means your administrator created default share settings
that you cannot override. If all the options listed below do not display as a configuration option, that means your
administrator did not set that feature up.

1. Copy—Copy the share link URL to provide to others.

Password Protect — Enable password
protection and provide a Password for
the link. You must provide the
password to those you share the link
with.

Limit Days Available — Specify a
numerical value for the file to Expire in
Days.

View Only —Enable this setting to
prevent those that you share the link
with from downloading the file.

Limit Number of Downloads — Specify
the numerical value for a Maximum
Download Limit. This option does not
appear when you enable View Only.

Share Usability.docx Link [x)

https://dev5.airwatchdev. com/MyDevice/s/1076/de5d5c68-93fa-4a3¢c-856e-
o ad6e6729bdad/Usability.docx

Y

o Password Protect

Password* ‘ O
Show Characters

o Limit Days Available v
Expire In Days* 7
View Only @
|6I£I‘1'1I"tn Tél;zg:er Of O Current Downloads : 0, Admin Max Downloads : 10

o Unshare | Cancel

6. Save—Select to save your share configurations. Alternatively, select Unshare or Cancel.

Managing Shared Links

The Shared Links view only displays the links you have shared.

From this view you can search for shared
links using the search bar, add comments,
download or delete shared links.

1.

Shared Links — Navigate to this view in
the SSP.

Link Share —Select to edit the link
sharing options you previously
configured.

& Personal Content Shared Links | Search Shared Links Q

A Shared Content

4 Role Last Medified Actions

ide 7.pdf 3 hour(s) ago ==
Anna Gamigan » +
2

Page Size: 50

tems 1-1 of 1 (0 selected of 1 ems}
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Managing Favorites

The Favorites view only displays content you or the admin has favorited; your favorited content on your device is not
displayed or changed.

Favorites o Se
Type Name Role Last Modified o Actions

ch Favorites . Q

Q1 Reports
* - 4 Owner 3 hour(s) ago * 1
_* Owner: Me, Collaborators: 2 g £ <
Q2 Reports
* f- Owner 7 minute(s) ago *
L Owner: Me, Collaborators: 2 = 4 €
* AirWatch Ma... Guide 7.pdf 3 hour(s) ago ®40
vio @ Anna Gernigan
% Android Devi...(sorted).xlsx 3 hour(s) ago
* == vio Anna Gernigan ® 4 i
ltems 1-4 of 4 (0 selected of 4 items) Page Size: | 50 v

1. Search Favorites —Enter keywords into the search bar.

2. Actions Menu — Utilize to add comments, download, delete, or reconfigure shared settings.

Managing Trash

When content and folders are deleted from the SSP, they are moved to the Trash container.

1. Trash —Navigate to the viewin
the SSP. Q@ My Content Trash

A Shared Content
2. Restore—Click to return e R Rl IDcks o

o # Empty Trash

% Shared Links
Type Mame Date Deleted Actions
content from the trash queue — - o e
. L. . ¢ T Q3Reports P ﬁ B X
to its original location. e | L]
= 1  MCM Overview.pdf 28 second(s) age
= Activity E V1o Annacefnl;a: =X
. Mobile Content Ma...ent Guide v7_1.pdf second(s) ago
Note: Restoring content = e e x

[emamed 23453 P st

previously located in a Koms 106131 selctd o 5 s} pago size: 50
deleted folder places the
filein the root directory.

Trash Lisaga- 5.10 MB./ 4 GB
Max Allowed File Sze: 0.08 GB

3. Delete —Click to permanently remove a file from your Trash.
4. Sort—View your deleted files in a simple list that is sortable by filename, delete date or size.

5. Empty Trash —Click to permanently remove all content from the Trash. This feature is helpful if you exceed your SSP
data storage limit, and wish to quickly create more storage.
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Managing Activity

The Activity feed is a live stream of the most recent events that are taking place in your Personal Content. Use this view
to see who made a change in the SSP, what was changed, when and where the change was made.

& My Content

A Shared Content
Qy Shared Links
¥ Favorites

Trash

Usage: 8.85 MB /4 GB
Max Allowed File Size: 0.98 GB

Activity

[ll Youtrashed the file Mobile Content Management Guide v7_1.pdf
m‘ You trashed the file MCM Overview pdf

[l You trashed the folder Q3 Reports

@ You added the folder Q3 Reports

) You added the folder Q2 Reports

] You added the file MCM_WPB.pdf

@ You added the file Mobile Content Management (MCM) Overview.docx

3 minute(s) age

3 minute(s) age

3 minute(s) age

13 minute(s) age

13 minute(s) ago

2 hour(s) age

2 hour(s) ago

Managing My Repositories

Use the My Repositories view to access and add user repositories, which are shared folders that your Administrator
makes available to you to store your files. Depending on the type of user repository your Administrator configures, you
may receive instructions to add the repository manually from this page, or you may automatically see a repository your
admin configured for you. Contact your Administrator if you have any questions.

1. My Repositories — Navigate to this view in the SSP.

2. Add -Select add and complete

the fields to create a repository.

1 ProvideaNameforyour
repository.

1 SelectarepositoryType.
Only the repository types
specified by the template
display as options.

& My Content My Repositories

o Q Add R Delete o

Type  Name Link

A Shared Content
@ Shared Links

# Favorites -

H Hannzh (Hp:lisharapeintTraining Trac

il Trash

foms 1-1 of 1 (0 selacted of 1 tams)

= Activity

£ My Repositories 1

Usege. B85 MB /4 GB
Max Alowed File Size: 0.98 GB

aspx

Last Accessed Actlons

37 minutes) ago a1

Page Size: 50

1 Providea URLforyourrepository.

i Select Test Connection to ensureyour link works, and Save.

3. Delete —Select one or more existing repositories and click delete to remove them from your SSP.

repositories individually by selecting delete from the actions menu.

4. Edit—Update key information about your repository from the actions menu.
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Options for Managing Personal Content

AirWatch offers end user facing features that facilitate your organization's content management. In addition to the
robust configurations and management options available within the AirWatch Admin Console for content, you can also

configure the behavior of these user facing features.

1 AirWatch Content Locker—Allows end usersto accessimportantcontenton theirdevices whilesimultaneously
safeguarding those files. Any content accessed through the AirWatch Content Locker opens inside the application,
ensuringthatitcannotbecopied, saved, orshared withoutapproval.

1 Content Locker Sync—Allows end users to add filesto a shared folder on theircomputers that syncs with their
PersonalContentrepository.Thisgivesthemaccesstothosefilesontheirmobiledevice's AirWatch Content Locker

application or from the Self-Service Portal.

Note: Downloading, installing and/or using these features are user dependent actions. Please see the UBC Workspace
Secure Content Locker End User Guide in the appropriate platform for step by step instructions on downloading and
using the UBC Workspace Secure Content Locker as an end user as well as installing and using UBC Workspace Secure

Content Locker Sync.

For details about the above features, contact your Administrator.
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